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[bookmark: _Toc519100857]Objective of the document 
This document gives an overview of the governing principles for the certification process. The members i.e. the merchants and the banks need to certify themselves in order to start participating in the ENACH Project. 
[bookmark: _Toc519100858]Prerequisites
The below prerequisites have to be fulfilled before a merchant / bank can initiate certification process with NPCI.
· IP’s have to be whitelisted at NPCI end (Both Public IP of the Servers where the application is hosted  and the desktop IP’s from which testing is being initiated)
· Corporate ID User Number has to be created for Merchants in NPCI
· Public Certificate for signing has to be shared by both Banks & Merchants
· Merchant needs to communicate Response URL
· Bank needs to communicate URL for Net banking & Debit Card
· For Banks User ID & Password for logging into simulator have to be got from NPCI Operations team. 
· URL for Merchants :
https://103.14.161.144:8086/onmags/sendRequest
· URL for Banks to use Merchant simulator :   
https://103.14.161.144:8086/merchant/login
· URL for Banks to post back the response :
https://103.14.161.144:8086/onmags/bankResponse
[bookmark: _Toc519100859]Merchant Certification Process
1. Login into the Merchant Portal
2. Enter the Mandate Information in the Portal
3. Submit the page to redirect to NPCI Mandate Approval Gateway Layer
4. Either of the below scenarios can happen
a. Browser redirects to NPCI page

This implies that the information passed in the request is valid and the merchant portal was able to successfully redirect to NPCI Gateway Page

b. Browser redirects to NPCI Error Page
This means that some basic information in the request is invalid, like an invalid Merchant ID, invalid request parameters etc. Merchant application needs to correct the details and re test. 
c. Browser redirects to Merchant Response Page

This implies that basic information was correct but while doing further processing NPCI Gateway layer found errors because of which the request could not be further processed. The reason for the rejection can be understood from the response posted back. 
Merchant would be getting either of the below as RespType:
i. ErrorXML
NPCI Gateway layer was unable to un-sign the request or decrypt the contents in the XML or the XML structure was not per standards defined
ii. RespXML
NPCI Gateway layer was unable to un-sign the request or decrypt the contents in the XML or the attributes in the XML was not as per the format. 
	For scenarios (b) and (c) Merchant application has to correct the errors at their end and then do a retest. 
If Merchant is able to land successfully in NPCI Gateway page share the screen shot of the successful landing along with the text of NPCI Reference ID which is printed on the page. The screen shot should have the system time stamp as well captured so that NPCI team can verify the logs at our end to validate the testing done. 
[bookmark: _Toc519100860]Bank Certification Process
1. Login to Merchant Simulator with the provided credentials.
2. Autofill the Merchant Data, generate and Sign the XML
Note: 
Buttons are provided for Auto Fill, Generate XML and Sign XML.  Users can click on the buttons to do the respective operation. Please click the button in sequence. If in case any of the details are not getting filled up need to contact NPCI team before proceeding further with testing. 
3. Submit the page to redirect to NPCI Mandate Approval Gateway Layer.
4. In NPCI Gateway layer page, select a Bank in the drop down and submit for redirecting the corresponding Bank Portal. 
5. Enter Login credentials in the bank site. Proceed with the process in the bank portal.
6. Once the process at bank portal is completed it will redirect to NPCI response URL. 
7. The NPCI response URL will show the status of the transaction. In case NPCI was unable to process the request then relevant error code & error message would be displayed. 

If the NPCI response URL displays information similar to below it means that NPCI Gateway application was able to process the response posted successfully. 
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Bank needs to share the screen shot of the end to end flow (from merchant simulator to merchant response simulator page) along with NPCI Reference ID in text. 
If at the NPCI Gateway layer the information is displayed similar to below that means that the response posted by Bank to NPCI is not in the correct format.
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8. From NPCI page the response is then redirected to the Merchant Simulator where the success / error information is printed. 
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